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1. Om PHIBLESCENANO

IMAGINE THIS scenario. It is four o’clock in the morning. A

are bone-tiredfrom your deploymentinto the region
andeveryminuteofsleepis precioustoyou.Yet, youawaken.Whatis thenoise
you hear? It sounds something like the motor of a model airplane. Now you
hear several such motors. You sleepily go outside to investigate, as do many
others from the tents around you. Youlook up into the night sky and see what
you think are small unmannedaerialvehicles– thekind you knoware used for
intelligence gathering. They are flying low and slow, having been launched
fromboats in the Gulf. You yawn deeply, thinking to yourself that it is odd so
many should be overhead at once. You don’t know that you are inhaling a
deadly pathogen released from the vehicles.You do not know that in coming
days an epidemic will sweep from your camp into the nearby towns and,
withinweeks,across thecountry.Casualtieswill numberin thethousands,and
the mission for which you have come will never be accomplished. But you
won’t live to know that. You will be dead in 48 hours.

What if such a scenario had occurred during Desert Shield, the buildup to
Desert Storm? Would the allied coalition have remained intact, or would
horrified public opinion in Western countri~ have demanded an end to the
campaign before it started? In the future, it is quite possible that Third World
nationswill use biologicalweaponsto preventor end involvementby Western
countries in regional conflicts.

The idea of biological warfare is not new, but because biological weapons
have not beenused prominentlyin recenthistory,theyhavenot receivedmuch
attention in strategic thinking. But the potential for BW use by nations is
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increasing.’ Iraq admitted it had already produced stockpiles of biological
weapons when Desert Storm began. Russian defectors have given credible
evidencethatRussia has been engineeringevermore lethalpathogensfor BW.2
These examplesserve as noticesthat the threatof purposefullyspreaddiseases
is real.The question is: What can be done about the potentialof states using or
threatening to use BW?

In response to the increasing BW threat, the international community has
sought to bolster the 1972 internationaltreaty which outlaws possession and
use of BW– theConvent-ionon the Prohibitionof the Development,Production
and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on
Their Destruction(BTWC).3The statespartiesto the BTWChave mandatedthe
creation of an ad hoc group to craft a protocoi to strengthen the Treaty. Some
states parties view this mandate as an opportunity to create a verification
regimesimilarto thatwhich existsfor theChemicalWeaponsConvention.This
paperarguesthatsuch verificationeffortsaredoomedtobe ineffectivebecause
of theuniquenatureof BW, and thatthesemeasurescanentailhigh costs for the
bio-technologyand pharmaceuticalindustries.Rather thanspending effort on
ineffectivearms control measures, more emphasis should be placed on deter-
rence to forestalluse or threatof use of BW.

2. ARMSCONTROLMEASURES

Although the BTWC createsa useful norm against the possession and use of
BW, the treaty is limited in its effectiveness by the basic problem that no
effective verification is possible.4 As noted during negotiationsfor the BTWC,
key problems are: the indistinguishability between legitimate bio-medical
research and most weapons-work;the lack of unique facilities, technologies,
materials,and equipmentfor producingbiologicalagents; the smallsize of the
staffsandfacilitiesrequiredforweapons-work;and thefactthatweaponization
activitiescan be readily hidden.Theseobstaclesto meaningfulverificationstill
remain.

At the 1986 ReviewConferenceof the BT’WC,a decisionwas made to try to
build confidence that cheating would not take place. New requirementswere
levied on member-states to make annual declarations of high-containment
biologicalfacilitiesdesignedfor workwith dangerousmicro-organismsand to
report outbreaksof dangerous diseases. Less than half of the states parties to
the BTWChave participatedin the measures.In part, this is attributableto the
fact that the reportingrequirementsare tirne-consurning and, in C w
l bureaucraciescapableof handling the data, difficult to meet.Also, the
requirements are viewed by many twhnical experts as being ineffwtive in
deterring cheating and thereforeof little benefit.
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Beginningin 1991, armscontrol-advocates
e a r

a pertinent to BW production, as well as a regime providing for
intrusive inspections.sThe aim is to create a possibility that non-compliance
would be detected, thus increasing the disincentives for proliferation.6Some
also say that such measures would drive cheaters toward using clandestine
facilitieswhich, theyargue,wouldbe morecostlyand difficult.’Unfortunately,
the difficulties in detecting clandestine productionor storageof BW are pro-
found and, as outlined below, no verificationregime will offer even minimal
confidence that cheating will be detected.

P BW AGENTS:BACKGROUND

The same problems that have made effective verification impossible for the
BTWC alsostand in the way of effective transparencymeasures.These prob-
lems are:

A BW production facility can be very small; enoughbiologicalagent to kill
hundreds of thousands of people can be manufacturedin a laboratoryonly
25 mz.Suchasiteis likelytohavenodistinguishing featuresthatwouldenable
identificationof its functionbyoutwardappearance.Althoughonewouldbe
abieto determineitspurposeifaccessweregainedduringtheprocessofagent
production or even after productionif there were no cleanup, there are no
current technicalmeans of locatingsuch a facility (a requirementfor asking
to inspect it!).8
The requisite equipment and materials to produce BW cost only several
thousandsof dollarsand no importsarenecessarilyrequired.Theglassware,
centrifuges, growth media, etc. can all be manufacturedby virtudly any
country, but they are readily available on the open market due to their
pervasive use in legitimate bio-medical functions.Some people may think
thatgrowth-mediaimportsare a telltalesign, sincethe UNSpecialCommis-
sion ‘caught’Iraqon the issueof its havingimportedseveraltonsof mediain
whichtogrowpathogens.Whileitis truethattheexporterofthemediatoIraq
revealed that Iraq had received such a shipment and this was much more
media than required for Iraq’s legitimate needs, Iraq could have easily
concocted the media indigenously. Iraq chose to import instead, probably,
because doing so was cheap, easy, and was not perceivedas risky. It can be
~ed that any C violatingtheBTWCinthe future will
Iraq’s mistake and will make the media itself.
BW agentsdo not takelong to manufactureand donot haveto be stockpiled
over time. Large quantitiesof BW agent can be producedin just a few days.
Bio-safetyLevel3 (BL3)facilities- thetypethatwouldaffordgoodprotection
to the personnelmanufacturingBW agents– are widespreadand the equip-
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on the open market.Thus, if a countryor
t groupwantedto constructa BL3 facility, it wouldbe relativelyeasy
to do. However, BL3 laboratoriesare not required. The early US biological
weaponsprogram,likethoseofothernations, didnotusesophisticatedsafety
equipment.Apparently, Iraq also did not use BL3 type facilities.
Only a small number of knowledgeable people are needed to produce
biological agents for weapons.Although a single person could conceivably
produce large quantities of pathogens, it is likely that a coun~s BW
program will involvea few people. Iraq claimeci that its BW

people. This has implicationsfor the likelihood that human-source
intelligencewill be available to help identify suspect sites: if few people are
involved, informationleaks will be less likely.
Anytime,anywhereinspectionsare of virtually no use in locatingillicit BW
activities.Thishasbeenprovenrepeatedlyin Iraq,whereUNinspectorshave
exercised the right of anytime, aryvhere inspections with no ‘managed
access’ or other restrictionsthat would limit sample gatheringor intrusion.
The UN inspectorsbegan searching in August 1991 for the BW production
facilitiesandstockpileswhichwerebelievedtoexist.Asof August1995,
have still not found them, although Iraq volunteered in this month that
indeedit hadproducedandweaponizedbiologicalagentsinlargequantities.
However,if exactand accuratehuman-sourceintelligenceis availableon the
precise locationand nature of illicit activities- such as providedin the case
ofdefectorsfromtheRussianBWprogram-it maybe possibletogainfurther
knowledgeof an extant BW programthroughinspectionsif the inspecteeis
willing to allow them. For example, it would be possible to observe any
hardened storagesites appropriatefor storing BW. As in the case of Russia,
however,alternativeexplamtions maybe given for the inspectionfindings.
A non-compliantnation is very unlikely to declare the facility that it uses to
manufacturebiologicalagents for weapons.It is tooeasyand inexpensiveto
build a dedicated BW production site. Even if the mtion were to use a
declared facility, that facilitywilJ probablybe used to make thesame agents
forpeacefulpurposes,thusgivinga legitimate‘covef for thepresenceof any
telltalesigns that might be discovered.

Just as the production of biological agents is difficult, perhaps impossible, to
discern, so too is the process of weaponization.U a nation were to choose to
enhancethe virulenceof a pathogen,orworkto strengthenits abilityto survive
delivery via missiles, it could do so in the same facility as used for agent
production-asmalllaboratory. Otherweaponizationfunctionssuchaslethality
testingor weaponsfilling can be accomplishedin small, nondescript facilities
as well.Trainingforuse ofBW, whichmaybe assimpleasprovidingmasksand
instructions for their use, can be characterizedas defensive only. It would be
virtually impossible to prove that such measureswere related to an offensive
program.
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Any country (or subnational group) that wants to
do so with very low risk of detection despite any

currently known verification or confidence building-measures.Some likely
cheatingscenarios are outlined below.

A country could conduct research on pathogens using small
quantities in a laboratory which may be either declared or undeclared. If
declared,theworkwouldbecharacterizedasadvancedmedicalorpharmaceu-
tical research.It couldeven be portrayedas defensivebiologicalwork,whichis
allowed by the BTWC. The feedstock pathogens could then be stored.9No
substantial quantities of agent would be manufactured,but facilities – which
would be up and running, making pharmaceuticalor other products- would
be ready to make the agent in large quantities rapidly if the military require-
ment were to arise.

%wario 2: A country could build a secret laboratorytotallydedicated to the
productionof BW agents.Thefacilitywouldbe operatedonlyas longasneeded
to manufacturethe agents,whichmightbe onlya fewdays,dependingon how
much agent was needed and which agent was being produced.’”Then equip-
ment would be destroyed.11-l-heagents wo~d then be stored in containe~
which would be easy to move quickly.

%enmio3: A country could produce bacteria (or their toxic products) in a
pharmaceutical plant in an area where a particular disease is endemic. For
example, anthrax spores could be grown in a fermenter in a region where
anthraxis found in thesoil. Uponwarningof inspection,thefermentercould be
drained and decontaminated.Trace amounts of anthrax DNA would remain
and, if found as a result of inspection,could be plausiblyascribed to environ-
mental contamination.

Scenario4: A country could produce large quantities of BW agent(s) in
commeraal fermenters, for example, in a pharmaceuticalfacility. Within 24
hoursof completingthe job, whichitselfwouldonlytakehours,the fermenters
couldbe changed overto producinga non-BW-relatedproduct.12In theinterim
between the products, the fermenterswould be filledwith aad and heated- a
processwhich couldbe easilycompletedovernight,evenifit werea largt+scale
facility of 50 K1.This would make it extremelydifficult to determinewhat had
been in the fermenters previously. It might be possible to find tiaces of the
previousagent productionif highly intrusiveinspectionswere to removeand
test the seals in the fermenters,]3but the evidenceis unlikely to be conclusive,
for at least two reasons.First, thereareno organismsor toxinswhich have sole
use as a weapon. All biologicalmaterialsare dual-use,if only for fundamental
research purposes, so identifying an organism does not mean that it was
produced for unlawful intent. A cheating country can always claim peaceful
intent, just as Russia has with regard to US-UK accusationsof its cheating on
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the BTWC. Second, small quantities of endogenousorganismscan be a natu-
rally occurring contaminant, especially if the sample analysis technique is
extraordinarilysensitive,such as polyrnerasechain reaction
can give a ‘falsepositive’.

A BW agentsbased on the parametersof
the inspection re@e. Because lists of ‘agents of concern’ will always be
incomplete, inspectors may not have proper biologicalprobes to detect small
quantities of agents which may be produced illicitly. In general, biological
probesare useful only if the inspectoratehas definedexactlywhat it is looking
for before the test is done. otherwise, reagents (such as antibodies or gene
probes)are not available. Furthermore,thecountry maymakesmall modifica-
tions in the genomic and/or protein structure of an organismor toxin which
can render the detection techniqueinsensitive,giving a ‘faise-negative’result.

‘l%e scenarios outlined above point out the limitations of sampling and
analysisas meanstodetectcheating.However,it shouldbe notedthat thereare
two Circurnstancesin which sampling can make an importantcontributionto
arms control- inv~tigations of allegationsof use,and of unusualoutbreaksof
disease.ik

5.THETHREATTOJ.mxrsmY

The proposedconfidence-buildingmeasures,particularlythe proposedin-
spections, p a si@cant risk to the pharmaceutical and bio-technology
industries.*5US industries - which lead the world in developmentas well as
sales andhave morefacilitiesthatwouldbe subjectto inspectionthananyother
nation*6- have expressed particular concern in this regard, although the
industries of some other countries,particularlyJapan, have reservationsalso.
BecauseUS industrieshavebeen mostoutspokenaboutthepotentialfor losing
propnetq information during an inspection, and because the author has
interviewed US industry representatives only, this section focuses on US
industry perceptionsand concerns.

Thecostofbringing a pharmaceuticalproductto themarketis approximately
USD 350,000,00037The organisms (whichare the key toa productionprocess)
andmostprocessesand equipmentarenot patented,primarilyas a measureto

thereis a greatdegreeof vulnerability.The industryis
keenly competitive,and industrialespiomge is a problemagainstwhich com-
paniescontinually guard. As a result, US pharmaceuticalcompaniesexercise
great control over who is allowed to enter productionfacilities,and there is a
significant degree of externalSecuriv.

Because there is a high level of external security, the security inside US
pharmaceuticaland bio-technolo~ facilitiesis usuallynot as great.For exam-
ple, informationabout temperaturesforprocessesarepostedclearly,computer
screensfor monitoringmustbe on and arevisible,andstorageareasare readily
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accessible. While any one piece of informationthat can be gleanedfrom these
openly available data might not reveal critical conclusions, several pieces
together might.laTo assure that such information would not be available to
unfriendly eyes during an inspection,a companywouldhave to spend signifi-
cant time and money to assure that minimal informationwould be obtainable
from the company’s working environment.

There are some data which could not be protected even with a conscious
effort to sanitize. For example, a pharmaceuticalcompany would not want
inspectors to see its fermentersor chemicalreactiontanks.’9From these pieces
ofequipment, theeducatedeyecan learninvaluableprocessinformationwhich
could reveal why the US company is able to manufacturea particular drug
more cheaply, or why the company’s product is so highly pure. Illicit air or
swipe sampling, which would be virtually impossible for the company to
detect or prevent, could reveal such data as which organismis being used or
what unique nutrients are being used in the growth media.

In addition to the potential loss of proprietary data, there may be other
extraordinarily high costs involved for bio-technology and pharmaceutical
firms. If intrusive sampling is to be allowed, companieswill probably have to
shut down temporarily,costing as much as USD400,000/day.a

Aneven greatercost would be incurredby US firmsif false accusationswere
made. It would be impossible to disprove the finding of a false positive. A
politicallymotivatedinspectormightsay, ‘Onthebasisof my inspectionof this
US facility, I believe thatit is makingBW agents.’Despiteits beinga falseclaim,
the impact on public opinion could be profound. The credibility of the firm
could be destroyed irretrievably. This scenario is not far-fetched. When the
United States concluded that Russiahad violatedthe BTWC,therewereclaims
made in the Russian news media that trial inspections in the United States
revealed that a US company was poised to make BW agents.zl

6. DETERRENCEB

An ideal way to respond to the threat of biological weapons would be to
developand use highly effectivedefenseswhichwouldrenderBW useless to a
perpetrator. This would entail having one or more of the following: safe,
effective vaccines adrninistered to all potential victims; treatmentsto counter
the effects of any BW; and accurate, fast detection to determine when such
treatments should be adrrurus“ “ tered. Unfortunately,the current status of tech-
nology does not emble such defenses.Deterrenceis thereforethe only existing
defense.

Deterrence relies on presenting an opponentwith a credible threat of unac-
ceptable retaliation. Ordinarily this would mean that any military aggression
would be met with commensurate counteraction. An essential element to
detergenceis that the opponentmust believe that the intendedvictim has both
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the capability and the will to retaliate. A nation wanting a military deterrent
against BW threats has the options of relying on BW, conventional,or nuclear
weapons.z The effectivenessof each is scenario-dependent.Furthermore,the
choice made will depend upon variablessuch as whether the deterrent force
will: violate internationallegalobligations,requireacquisitionor development
of new technology, entail large-scale loss of life if used, or have other serious
limitations.

7. A

Historically,deterrencevis-a-vis BW-arrnedadversarieshas beenbased on the
prospect of in-kind retaliation: the United States and United Kingdom devel-
oped their BW to deter BW use by others, not as first-use weapons.Following
WW II, the fear of threatsby nationsusing BW began to wane,and the US and
UK BW stockpiles came to be viewed as useless. When President Nixon
decided in 1972 to eliminateall US biologicaland toxin weapons,he did soon
the advice of the US militarythat such weaponswere not militarilyuseful and
that the United States faced no reaj BW threat which required maintenanceof
US biological weapons for deterrence. The US Congress ratified the Treaty
under the same understanding.

The notion that BW lack military utility was not universally shared. The
Soviet Union, for example, continued its BW program, as was clearly demon-
strated in 1979 when an anthraxweaponsfacilityexploded at Sverdlovsk,and
even later, in April 1992, when PresidentYeltsin issued a decree designed to
end the BW program.n ~er ~tiom, tm, con~u~ or initiatedBWprogr~.

Beginningin the 1980s,the ease of developin~ maintainin~ and using a BW
arsenal was enhanced by several technologicaladvances, includingimproved
knowledge and control of growth parameters, genetic engineering, and
sequencing.These and other technologicaladvancesmade it possible to safely
manufacture BW agents in large quantities and to manipulatethem to maxi-
mize storability, lethality,and sunivability.

Today, having a BW deterrentarsenalis the leastexpensiveandmostpropor-
tional rqonse to BW threats. Poorermtions, many of which are not techno-
logicallyadvanced,will be unabletoacquireadvancedconventionalor nuclear
capabilitiesto counterBW,but will be readilyable to developanddeploya BW
deterrent.

There are serious downsides to using BW to deter BW, however. Once
diseases are used as a weapon, they do not necessarily stop spreading. The
pathogenused as a BW may even mutateto morevirulentforms.BWcannotbe
limitedin its effects toa battlefield,a locale,or a pmple. Nor canit be limitedin
terms of the time during which it will harm or kill victims. The potential
devastationand agony that can be causedby BW is far greaterthan that which
may be caused by conventional,chemical,or even limited nuclearstrikes.
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Another problem with an in-kind deterrent to BW is that it would require
abandonment thosenationspartytotheTreaty,andcould
stimulateproliferation.24

8. A CRITIOUE C BW

A conventionaldeterrent, tobe effectivevis-a-visa BW-armedaggressor,must
credibly present an unacceptableretaliatorythreat.The deterrentthreatcould
be of two basic types: either a strike involving deployment in the theater of
significant forces, or a standoff attackwith bombersand/ormissiles.

A conventional retaliation involving extensiveuse of manpowermay not be
viewedby the perpetratoras very credible.Manynations,includingIraq,have
analyzed the lfisons of DesertStorm. A likely conclusionthey reached is that
an adversarymust notbe allowedtheluxuryof timefora militarybuildup,and
friendly ports and territory must be denied, if possible. It would not be
surprising if they also concluded that one way to foreclosesuch conventional
retaliationwould be to threatenuse of BW against any troopsintroducedinto
their region.

Retaliation with conventional bombs or missiles also has drawbacks as an
effective deterrent. Damage from conventional warheads and bombs, even
when they hit targets very accurately, is generally not devastating - as
shownin data from WW II and from DesertStorm. For example,Iraqwas able
to rebuild within three months a chemicalfacility ‘destroyed’by Tomahawks.
In the case of bombers, there are also a host of problemssuch as assuring air
superiority, re-fueling for long-rangeflights, overflightof neutralnations, etc.
Use of missiles could be equally problematic.=And, finally, thereis the draw-
back of expense. For all but the richest mtions, possessingadvanced conven-
tional weaponry is beyond their reach financially.

9. A CRJTICWE NUCLEARDETERRENCEOFBW

Nuclear deterrence of BW can be and has been effective. When asked in
13xember 1990what the United Stateswoulddo if Iraqweretouse weaponsof
mass destruction, then Secretary of Defense Dick Cheney refused to rule out
any type of US response. The possibilityof US nuclear retaliationfor nuclear,
chemical, or biological attack was impliat.mIn a January 1991 meeting with
Foreign Minister Tariq Aziz, then Secretary of State Baker affirmed that any
Iraqiuse of weaponsof massdestructionwouldbe metwitha drasticresponse.
This was interpretedby Iraq as a promiseof nuclearretaliation.=

There are at least two advantages to the declared nuclear-weaponstates of
relying on nuclear weapons as a deterrent against BW rather than in-kind
retaliation.The first relatesto the BTWC.To developa BWdeterrent,theBT’WC
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a
second advantageis that the effects of nuclear weaponscan be controlled,

more so than BW. The threat of nuclear retaliation for a BW attack also has
several positive features over conventional retaliation. It can be swift and,
relative to conventional force costs, inexpensive.” Loss of life by the country
retaliating might be less with a nuciear response than with conventional
deployments in theater.N Most importantly, nuclear reprisal is hkely to be
viewed by the BW aggressor as constituting an unacceptable consequence;
thus, nuclear deterrence has a high potential for being very effective.~ But,
there are several difficulties with nuclear deterrence of BW. They will be
discussedin termsof thedeclarednuclear-weaponstates(usingthe exampleof
the United States) and the non-nuclear-weaponstates.

The declarednuclear-weaponstateshave givennegativesecurity assurances
as part of their nuclear non-proliferationpolicies. That is, they have ruled out
use of nuclear weapons against any mtion that neither has nuclear weapons
nor is allied with a nuclear-weaponstate.31Interpretedliterally, the assurance
wouldmean that if a mtion has BW and either threatensto useor actuallyuses
them against the United States, for example, the United States would not
retaliate with nuclear weapons. This policy obstacle to nuclear deterrence of
BW could quickly be changed, however,if a crisis were to arise.

Animportantnegativeconsequenceof usingnuclearweaponsto deterBW is
that it could promote proliferation of nuclear weapons, unclermining the
NuclearNon-proliferationTreaty(NPT).Thus, if thedeclarednuclear-weapon
statesbegintorelyon theirnucleararsenalstodeterBW,othernationsmayalso
conclude that this is thebest step to take.As mentionedearlier,however,a BW
deterrent would be less expensive, easier, and more readily available than a
nuclear deterrent.

A more importantobstacle is that nuclear retaliationby the United States in
the case of BW use is Currentlyseen as politicallyunacceptableby much of the
US publicand certainlyby PresidentClinton.Publicperceptionsareshapedby
a number of variables. One is the notion that nuclear weapons represent an
extreme weapon whose use in retaliation would be disproportional to any
offense- otherthananuciearattack– thatmighthavebeencommitted.A
relatednotionisthatallnuclearweaponscausemassive damage and radio-
active fallout, just like the bombs dropped over Hiroshimaand Nagasaki.

Public perceptions can change overnight, however. Imagine that a Middle
Eastern country strikes a US ship in the Persian Gulf with BW, causing most
aboardtodie painful,gruesomedeathsdocumentedto thepublicon television.
The US public could demand proportionalretaliation.Therewouldbe at least
four options.One is quickly r~onstitudng a US BW arsenal and respondingin
kind, This is unlikely for several reasons, including the fact that the United
States would have to violate its international treaty obligations under the
BTWC,.aswell as thefact that thevictimsof such a retaliationwouldincludean
uncontrollablenumberof avilians – somethingtheUnitedStatestriesto avoid.
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A rkcond option is massive conventional bombing. This would require air
superiority and, in many instances, forward presence. Furthermore,it would
not be proportional unless massive damage resulted – something which has
been difficult to achieve with conventioml bombs, and which might entail
large numbers of civilian deaths. A third option is large-scale conventional
attack, which would risk more troops being exposed to BW and has the faults
outlined in the section above.

A fourth option, retaliation with nuclear weapons, might be preferred. An
important consideration, however, is proportionality. US retaliation with a
high-yield nuclear weapon that would destroy the enem~s capital and kill
many civilians could be considered to be excessive, dependingon the offense
committed. However, use against known military targetsof a very low-yield
nuclear weapon, one which would cause very little release of radioactivi~
and can be limited in the degree of destruction, might be viewed as more
proportional.The use of one weapon of mass destruction would be met with
retaliationusing another type of weapon of mass destruction,albeit one with
more limited effects.

Evenif the US leadershipwerewilling to useverylow-yieldnuclearweapons
to deter BW attacks, a problem remains: US nuclear weapons are not very
usable against nations other than those posing a strategic nuclear threat be
cause the US arsenal consists mostly of weapons with yieids above 5 kt. This
arsenal was designed for two functions: war-fightingin Europe, and causing
massive destruction in the Soviet Union. If nuclear weapons are to serve as a
deterrentagainstBWattacks,thestockpileshouldincludedeviceswithayields
in the range of 10-1000tons and should be deliverableagainst buried targets.
Such weaponsshould be able to hold at risk high-valuetargetssuch as heavily
reinforced underground bunkers as well as small-area (radius of approxi-
mately one-half km) battlefield targets. They should be deliverablevia short
andintermediate-rangedeliverysystems.However,developmentofsuchweap-
ons would probably require nuclear testin~ which would be contrary to the
current move toward a comprehensivetest ban,

Ins urnmary, the US nuclear deterrent is not now effective vis-a-vis BW
threats. US declaratory policy clearly excludes a nuclear response; there is
hm.itedpublic supportfor a nuclearrole in such deterrencebsed in largepart
on the misperception that nuclear weapons are necessarily high-yield and
extremely damaging); and the US arsenal is not optimallyconfigured to pro-
vide a range of proportionalresponses.

10. A CRITIQUEOF POSITIVESEcui?rrYASSURANCES

A non-nuclear-weaponstatewhich perceivesitself as being threatenedby BW
has the alternative of developing its own deterrent or depending on other
natior& to protect and retaliate on its behalf. The latter option would be
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preferableboth from the standpoint of the mtion itself (which would neither
have to undergo the expense nor suffer political-military consequences of
weapons development) as well as of arms control. However, to work, the
alliancemust be credible;the protectednationmustbelievetwothings: that the
deterrentof the defenderwill be effective,and that thedefenderreallywill use
the deterrent.

There are few nations capable of providing positive security assurances
which would be credible in the face of BW threats.To be effective,as outlined
above, the defender must have announcedthat it has BW and is willing to use
it as in-kind retaliation(unlikely,given the BTWC), must have overwhelming
conventional force that is seen as an effectivedeterrent(possible,but unlikely
in many scemrios), or have a nuclearcapabilitythat it is willing to use to deter
BW (which is hampered by the declared policies of all five declared nuclear-
weapon states).

Even if there were a defender witha credibledeterrentagainst BW, it would
probablybe hesitant to forge an alliancewith many of the nationswhichimost
need protection. Iran provides a case in point. Assume that Iran has no BW
deterrent of its own (which many not be the case). Iraq, which does have BW,
could use or threatento use it againstIran. Are thereany othernationswilling
and able to ally with Iranand say to Iraq, ‘Ifyouuse BWagainstTehranwe will
retaliatemassively against you’?

11.C

The easewith whichcountriesorsub-national groupscanmanufactureand use
biological agents as weapons is tenifying. It is thereforeunderstandablewhy
the international community is eager to apply arms-controldeclarations and
inspections to help strengthen the existing ban on BW. Such measures are
virtually guaranteed to fail, however, because BW productionand storagecan
be so easily, cheaply, and successfullyhidden. Given that the proposed confi-
denc-building measuresareunlikelytobeeffectivein deterringcheating,even
minimally, they are of little benefit.Also, they have a serious downside - the
potentialdamagetobi~technology and pharmaceuticalcompaniesthatwould
result from loss of propnetaq information.

All types of deterrentforces- BW, conventional,and nuclear- are problem-
atic.A deterrentthatmayworkin onescenario mayfail in another.Of the three,
conventionaldeterrenceis least likely to work againstmost BW threats.A BW
deterrent, the easiest and least costly, would run counter to the BTWC, but is
likely to be pursuedby nations which perceivea BW threatbut have no other
deterrentcapability.A nucleardeterrent,exceptin the caseof the five declared
nuclear-weapon states, would run counter to the NIT. For the declared nu-
clear-w-caponstates,useof nuclearweaponstodeterBWattackswouldrequire
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revisionof theirnegativesecurityassurancepolicies.And, for theUnitedStates
specifically, using nuclear weapons to deter BW would requirereconfiguring
the arsenal to provide a proportioml response. Specifically, the option of
responding with low-yield nuclear weapons would have to be developed.
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